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Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 

WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
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8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 
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Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
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1 . Figure 1 should be designated by a legend such as -Prior Art- because only 
that which is old is illustrated. See MPEP § 608.02(g). Corrected drawings in 
compliance with 37 CFR 1 .121(d) are required in reply to the Office action to avoid 
abandonment of the application. The replacement sheet(s) should be labeled 
"Replacement Sheet" in the page header (as per 37 CFR 1 .84(c)) so as not to obstruct 
any portion of the drawing figures. If the changes are not accepted by the examiner, the 
applicant will be notified and informed of any required corrective action in the next Office 
action. The objection to the drawings will not be held in abeyance. 

2. Claim 2 is objected to because of the following informalities: "the processor" in 
lines 12 recited twice. Appropriate correction is required. 

3. Claim 1 recites the limitation "the derived keys" in line 4. There is insufficient 
antecedent basis for this limitation in the claim. 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

5. Claims 1-3 are rejected under 35 U.S.C. 102(b) as being anticipated by the 
admitted prior art (see pages 1-5 of the specification, fig. 1). 
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Regarding claim 1, the admitted prior art discloses the processor (22 of fig. 1) 
requesting by way of a trusted hardware channel (30 of fig. 1) that the peripheral 
provide the identification to such processor by way of such trusted channel, the trusted 
channel being independent of and exterior to the path (26 of fig. 1); the processor 
receiving by way of the trusted hardware channel the identification from the peripheral 
(lines 1 1-17 of page 3); and the processor, having prior knowledge of the peripheral and 
the identification thereof, concluding based on the received identification by way of the 
trusted channel that the peripheral is indeed the peripheral and imparting trust to the 
peripheral based on such conclusion, and exchanging data with the peripheral over the 
path based on the identification (18 and 20 of fig. 1). 

Regarding claim 2, the admitted prior art discloses processor and the peripheral 
employing the identification to derive a set of mutually agreed- upon shared keys to be 
employed to exchange data therebetween, and in fact exchanging data therebetween 
based on the derived keys (lines 23-27 of page 3; lines 10-18 of page 2). 

Regarding claim 3,the admitted prior art discloses the computing device (14 of 
fig. 1 ) includes a trusted hardware module (THM) (28 of fig. 1) physically interposed 
between the processor and the peripheral to form the trusted hardware channel 
therebetween, the THM being trusted to communicate with both the processor and the 
peripheral in a trusted manner over the trusted channel and being identifiable to the 
processor over the trusted channel, the method comprising: the processor requesting 
the THM over the trusted channel formed thereby to obtain the identification from the 
peripheral; the THM in turn requesting the peripheral over the trusted channel formed 
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thereby to provide such identification ; the peripheral returning the identification to the 
THM over the trusted channel formed thereby; and the THM in turn returning the 
identification to the processor over the trusted channel formed thereby, 
whereby each request and return over the trusted channel assures the processor that 
the identification returned is in fact from the peripheral (line 3 of page 4 through line 16 
of page 5). 

The following js a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 4-5 are rejected under 35 U.S.C. 103(a) as being unpatentable over the 
admitted prior art (page 1-5 of the specification). 

Regarding claims 4 and 5, the admitted prior art discloses all the claimed subject 
matter as described in previous paragraph. The admitted prior art also discloses the 
keys for security but fails to disclose using the specific key such a unique public-private 
security key pair (PU-PER, PR-PER), and wherein the identification of the peripheral is 
(PU-PER). Using any types of security keys would have been obvious to one skilled in 
the art because it depends on the network. 

6. Claim 6 is objected to as being dependent upon a rejected base claim, but would 
be allowable if rewritten in independent form including all of the limitations of the base 
claim and any intervening claims. 
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7. Claims 7-1 5 are allowed. 
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8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to AJIT G. PATEL whose telephone number is 571-272- 
3140. The examiner can normally be reached on MONDAY- FRIDAY. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Lynn Feild can be reached on 571-272-2092. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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Ajrt Patel 
Primary Examiner 



